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Explainer for normal humans  J
Decentralized Digital Identity:
In “Lesson 1:  What is Identity?,” general concepts of identity, and digital identity, were introduced.  But, there was no 
explanation of how the technology of Decentralized Digital Identity works.  This Lesson provides a simple introduction to the
basic elements that make up the decentralized digital identity (aka Digital Identity) platform utilized by DignifID.  
[NOTE:  DignifID utilizes open source Digital Identity standards that are originated by Sovrin and Hyperledger Indy.]

How does Digital Identity work?  It’s a little complicated . . . 
Like any modern technology, details can be complex and confusing.  Most of us never need to know these details, as we can 
depend on experts to make sure our helpful technologies service us efficiently and properly.  But, not understanding even the
basic concepts of technology we depend on every day can level us feeling confused, and even uncomfortable.

But, don’t worry!
Digital Identity services will be as easy to use as email, text messaging and any basic APP on your mobile phone.  New 
companies like Evernym, Sovrin, StreetCred, DignifID and ID Lynx, plus huge companies like IBM, Microsoft, Visa and Tellus, 
along with governments such as Canada are already developing and launching mobile apps and services that make Digital 
Identity easy to use, while delivering powerful new services that protect our identities and data.  These services will enable 
many new and convenient services for everyone.  

à This presentation provides an introduction to the basic technology behind DignifID’s Digital Identity platform.
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Welcome to the (digital) machine . . . 

Where does Digital Identity Live?
The internet, cloud based data storage, mobile phones, computers and apps are used by billions of people every day for 
communications, delivery of services and social interaction.  Any Digital Identity service used by the general public will 
depend on this same technology to provide low cost and easy to use Digital Identity for everyone.

Core tech that enables Decentralized Digital Identity
Digital identity is possible because of existing technology such as databases, internet communications, very complex math 
(cryptography), computers and mobile phones.  Many special words and names are used for these technology items, by the 
experts who created Digital Identity.  These items, and how the technology is used, are the root of much confusion people 
have with how Digital Identity works.

Our goal with this Lesson
We desire that this lesson helps people to understand the basic function of core technology items that enable Digital Identity. 
There is much, MUCH more to learn for anyone who wishes to dig deeper into the technology.  Reviewing the Sovrin and 
Hyperledger Indy web sites, and simple web searches, will provide a wealth of learning material for any interested individual.

à If you prefer to skip the technical details, jump ahead to slide 23, where you can read the summary of this Lesson. 
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The alphabet soup of Digital Identity . . .
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Alice,
is ready to start her

Digital Identity journey

. . . but all you 
want is a simple 
Digital Identity!
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What do you need to know DignifID’s Digital ID Platform?
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“What is all of this 
STUFF ?!?!

For Digital Identity to 
be useful, it MUST be 

easy to use and 
understandable!
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Some things are not critical for us to know
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“Great!  That seems 
more reasonable.”
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While other things are very important to know
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“That doesn’t 
seem like too 

much.”
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Everyone should know at least these three concepts
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”I can definitely 
figure this out!”

This Lesson teaches 
the basic details of all 
of these terms, and 
will leave you with a 
good understanding 

of those that are 
important and useful 

in everyday life!
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OK! 
Let’s get 
started, 

Alice
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A Ledger

Explainer:
The rise of ”decentralized digital identity” has been facilitated by a special type of digital Ledger, commonly called a block chain. This 

is really just a special type of secure information database.  ID Lynx uses the Sovrin Ledger to support Digital Identity services.  The 

Sovrin Ledger is a typical block chain, and most other Digital Identity services use similar types of block chains (i.e. Ledgers).

What goes on the Ledger?
Data on the Sovrin Ledger contains ZERO personally identifiable information (PII). Only information that should be open to public 
access is recorded on the Sovrin Ledger.  Information (i.e. data) on the Sovrin Ledger also contains information that enables

organizations and individuals to have cryptographically secure access to their PII which is stored in other locations.
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Ledger  =  Block Chain  =  Database
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Ledger Components Explainer

Genesis Block (i.e. Block Zero, or Block 0):
The first block of any block chain.  It is created by the technology experts, and we don’t need to know the details.

Block:
Each Block in a block chain is just a data file.  It can be thought of as a page in a ledger, or a page in a check book, or a worksheet in an 
Excel workbook.  Essentially, it is just a “page of information” (or, a block of information) in a ”book of data” (or, a block chain).

Link:
In reality, there is no separate item (i.e. file, etc.) that is a “Link” between two blocks.  Many explanations about block chains use this 
visual concept as a way to help us understand that each Block is connect only to the prior Block.  In fact, each Block is identified (i.e. 
titled, named) with a unique number called a Hash.  The Hash is generated by a special mathematical process that uses all data from 
the previous Block to create the Hash.  So, the “name” of Block 37 would be the Hash of Block 36.  The Blocks are then connected and 
ordered because each new Block is named with the Hash of the previous Block (e.g. Block 52 has a name that is the Hash of Block 51).
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Block Link

Genesis
Block
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What kind of data goes into a Block?

What type of data can be stored in a block chain Block?
There are many possible uses for a block chain, including the most popularized use, which is to enable cryptocurrencies such 
as Bitcoin.  If a person wanted, she could store ANY type of data on a block chain, including digital photos, text documents,
records of crypto currency transactions, etc.  For this Lesson, we focus only on the use of block chain for Digital Identity.  

Data in a Block of a Digital Identity block chain, such as the Sovrin Ledger:
Information about any organization, person or thing may be stored in a Block.  However, secret information should NOT be 
stored in a Block, where it would be publicly visible.  Instead, cryptographic Public Keys are stored in Blocks, and these Keys 
enable people to access sensitive information (e.g. PII) stored in other places, such as cloud, mobile or computer databases.

Types of data in a Block on the Sovrin Ledger:
Now things start to get a little complicated.  After you read the next 10 pages, the picture becomes more clear . . . .
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A Sovrin Ledger Block
(one of many blocks that 
make up a block chain)
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What data is stored in a Block on the Sovrin Ledger?
(Part 1 of 2)

1. A Decentralized Identifier (aka, a DID) is a simple line of text, numbers and punctuation that 
direct a user to a DID Document (aka, a DID Doc).  The DID format looks like this:

did:sov:123456789abcdefghi

DIDs are used to connect two or more people or organizations privately and securely.  A DID is 
only recorded on a Block (i.e. on the Ledger) if it is a Public DID, which is use to direct Digital 
Identity users to an organization or person who wishes to be publicly identified.

à A DID and DID Doc are similar to a web address and a web page.  However, a DID creates 
secure communication only between people or organizations connected by a particular DID.

2. A DID Doc may contain Public Keys, email addresses and other data associated with the people 
or organizations connected by the related DID.  A DID Doc is associated with only one DID.
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DID
DID 
Doc
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What data is stored in a Block on the Sovrin Ledger?
(Part 2 of 2)

1. Schemas define a range of possible data types and structures.  

à Schemas identify the type of “ingredients” that can go into a 
Credential Definitions.

2. A Credential Definition (Cred Def) is based on one or more 
Schemas.  

à A Cred Def is a “recipe” for making Credentials (see next page).

3. A Cred Def can be used to create any number of Credentials, and a 
Credential can be issued to any person or organization (or IoT 
device, or animal, etc.) that has a Digital Wallet.

NOTE:
There are many additional layers and details that are important for the functioning of a Digital 
Identity Ledger (i.e. blockchain), but these are not critical to understand as part of this Lesson.
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The Credential

Explainer:
(1) A Credential, or a Cred, is simply a data file that holds information about a person, organization or thing (i.e. the Cred 

Holder).  

(2) Each item of information that a Cred contains is called a Claim, and a Cred can have any number of Claims.  

(3) A Claim can be any type of information, and it is essentially a Trust Assertion (see Lesson 1) about the Cred Holder.  

(4) A Claim can be information about a person or organization, such as nationality, email address, bank account number, etc. 

(5) Creds are held in a Holder’s Digital Wallet.

Slow down! . . . 
How are Ledgers, DIDs, DID Docs, Schemas, Credential Definitions, Credentials and Digital Wallets related?  Where to they 
live?  Do I really need to know all of this??      Why is this sooooooooo complicated??!   

à Don’t worry.  Most of us won’t need to know these details, as we will only use our digital wallets and digital credentials.
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Cred
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Digital Wallet

Explainer:
A Digital Wallet serves the same purpose a physical wallet – as related to holding Credentials.  Digital Wallets exist as apps on 
mobile phones, but each person will also be matching, synchronized Wallets in the Cloud, on their personal computer, etc.
NOTE:  For Digital Identity, we don’t consider holding currencies (i.e. Euros, Dollars, Bitcoin, etc.) in the “Digital Identity Wallet.”  There are 
special cryptocurrency wallets for managing currency, which is outside the scope of Digital Identity.

Where can I get one?
Digital Wallets are already available from tech start-ups (Evernym, Streetcred, etc.), and multinational companies such as IBM. 
As more types of Credentials become available, a variety of Wallets will become available, any they will typically be 
embedded in other apps (i.e. your banking apps, your on-line shopping apps, your social media apps, etc.)

How will I use my Digital Wallet?
Using a Digital Wallet will be as easy and intuitive as using your physical wallet, or today’s common social media apps. 
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??
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Where do Public DIDs and DID Docs Live? 
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Public 
DID

Pub. 
DID 
Doc

Public DIDs and Public DID Docs are stored on 
the Ledger, and are fully visible to anyone.

NOTES:
Public DIDs and Public DID Docs may be 
created by a person or organization.
Public DIDs and DID Docs would typically 
be created when a person or organization 
wants to make themselves publicly 
available to connect with any other 
person or company (e.g. a bank might 
create a Public DID and DID Doc, to 
enable clients or partners to connect 
with it).

Sovrin Ledger 
(i.e. a block chain)
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Where do Schemas and Cred Defs Live?
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Cred N
Schema 
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Schemas and Cred Defs are stored on the 
Ledger and are open for public use.  One or 

more Schemas are used to create a Cred Def. 

A Cred Def can be 
used to create any 
number of Creds

WHO
creates 
Creds,

and 

WHERE
are Creds 
stored??

Sovrin Ledger 
(i.e. a block chain)
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It is time to add People and Organizations . . . 
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Alice
Our friend who is 

interested to start her 
Digital Identity journey

DignifID
Provides a Digital ID & services app platform, 

and supports the issuance of various Credentials

Sovrin Ledger 
(i.e. a block chain)
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Allie receives her Digital Wallets  
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Alice

Public 
DID

Pub. 
DID 
Doc

Alice’s Cloud 
Digital Wallet

Alice’s Mobile 
Digital Wallet

Autom
atically 

Synchronized

The Public DID 
and Public DID 
Doc reside on 

the Ledger

Sovrin Ledger 
(i.e. a block chain)

Wallet Set-up:
1. Alice downloads the DignifID App to her phone
2. The DignifID app creates a Digital Wallet in the

DignifID App with a matching cloud wallet hosted
by DignifID.
3. Next, Alice’s wallet automatically finds the 

Public DID and DID Doc for DignifID.  With 
this connection to the DignifID DID and DID
Doc, Alice and DignifID can easily agree to

generate a private DID pair between Allie
and DignifID, which enables Allie to receive
Credentials from DignifID and others.  
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Schema
Cred
Def

Allie receives her first DID, DID Doc and Cred  
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Alice

Alice’s Cloud 
Digital Wallet

Alice’s Mobile 
Digital Wallet

Cred

Private DID connection
between DignifID and Alice;

resides only on IC Lynx’s Digital Wallet.

Private DID connection
between Allie and DignifID;
resides only on Alice’s
Digital Wallet.

Autom
atically 

Synchronized

DID DID 
Doc

DIDDID 
Doc

A1 
Cred

Sovrin Ledger 
(i.e. a block chain)

1st DID and Cred Issuance:
1. After connecting with DignifID’s 

Public DID and DID Doc, Alice and 
DignifID agree to generate two 
private DIDs that create a secure 
and private connection directly 
between them (one DID+DID Doc 
set held by Alice, and one set held 
by DignifID).  These DIDs and DID 
Docs are kept within the private 
Digital Wallets of Alice and 
DignifID.

2. With the Private DIDs in place, 
DignifID can now issue to Alice her 
first Credential!  

DID DID 
Doc

Cred
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Lesson 3 Summary

Core tools for establishing decentralized digital identity
Digital Identity leverages a wide range of existing, standardized and well proven technologies, including basic internet 
services, cloud storage, computers and mobile phones.  Other tools discussed in this Lesson, such as distributed ledger (block 
chain), DIDs, DID Docs, Schemas, Credential Definitions and Credentials form the foundation of secure, private Digital Identity.

Key terms you should know
Credential: Similar to a physical ID, such as a passport or national ID card.  A Credential has one or more Claims.
Claim: A Claim is a Trust Assertion about a person, company or thing (i.e. age, bank account number, etc.)
Digital Wallet: Holds your Credentials, and easily allows them to be received and shared in a private and secure manner.

Scalable
The process of managing Credentials, plus all of the other tools required to enable decentralized digital identity, may seem 
complex, confusing and possibly expensive.  However, we will all find that Digital Identity services are as fast, efficient and low 
cost as normal internet use.  Cryptographically secure and private identity management can support robust Digital Identity 
management for all people, animals and even IoT (Internet of Things devices) in the world.  Digital Identity will require less 
effort, and deliver tremendously higher security, than our current systems of physical identity credentials (ID cards, etc.).
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Other Lessons in the DignifID Digital Identity Explainer Series

Lesson 1:  What is Identity
A basic introduction to what Identity means on a human level, how does this translated into digital identity, and why we will
adopt digital identity.

Lesson 2:  Identity for Animals, why is it needed and how is it useful?
The concept of having robust, universal identity for animals is new.  Why would people what this, and how can it be valuable 
to people and animals?

Lesson 3:  Ledger, DIDs and Credentials, Oh My!
This lesson explains, for a lay-person, some of the technical aspects of decentralized digital identity, based on open source 
standards used by DignifID.

Lesson 4:  “Cryptographically Secure.”  What does that mean?
A non-technical introduction to cryptography used with decentralized digital identity.

Lesson 5:  How do we establish Trust in the world of Decentralized Digital Identity?
What are the different types of Trust, and how we we establish Trust in an open internet ecosystem.
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