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Let’s start with fundamentals.  What is Identity?
A history of debate
For 1000’s of years, the meaning of Identity has been a topic of debate for philosophers, psychologists, sociologists, 
scientists, business people, etc.  In our modern lives dominated by the internet, social media and data, our digital 
Identity data is now controlled mostly by companies and governments (and not ourselves!).  The information technology 

revolution has invigorated the debate about Identity, especially as related to who owns and controls YOUR Identity.  

A general, authoritative definition of Identity
For the purpose of this Lesson, we start with a definition of Identity from the Cambridge Dictionary, as follows:

à “Identity:  who a person is, or the qualities of a person or group that make them different from others”

An expanded definition for “Identity” that is suitable for our digital world
The Cambridge Dictionary definition, above, is elegant in its simplicity.  It captures the core meaning with which many people 

can agree.  But, we need an expanded definition that is relevant to our daily digital lives.  Our definition is:

à “Identity:  Who a person is, or the qualities of a person or group, that make them different from others.  These qualities 
may be communicated as self-assertions by the person or by assertions from other others.  Any set of assertions known 
to a group describes a person’s Identity for that particular group, and as such a person may have a variety of Identities.”
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What is Identity in today’s world?
Are the ID cards and documents I carry in my pockets my Identity?
Yes, and no.     An identity card or document (i.e. ID) is an Assertion about some characteristic of a person’s 
Identity.  For example, a passport asserts that a specific person (e.g. a woman name Alice) is a citizen of a specific 
country.  These types of Assertions can be extremely important in person’s life, and they are in fact strong Trust 
Assertions.  A Trust Assertion is a statement made by one entity (e.g. the government of Canada) about another 
entity (e.g. a citizen of the country, Allie), where both of these entities expect others in a society to understand 
and accept the Assertions made in such ID.  

Is what people say about me my Identity?
Yes, and no.     From a social perspective, it is correct to say that what someone says about a person may represent 
their views, and other’s views, about a person.  And, these views are a dimension of a person’s Identity.  The 
strength of such statements may or may not carry significant importance, and therefore the value as a verbal Trust 
Assertion may be limited.  However, we also understand that the power of gossip can be very strong, and it is not 
the purpose of this Lesson to discount or instruct on gossip, hearsay, fake news, etc.

Identity is the combination of any set of Trust Assertions
Fundamentally, Identity is “a collection of Trust Assertions made about an entity” (i.e. a person, company, animal, 
etc.).  Different Trust Assertions may be made by different groups about an entity, which results in a variety of 
Identities existing for a single entity.
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The many Identities concept
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Expanding the scope of Identity

Today, the need for robust Identity is rapidly expanding
The concept of Identity has increasing importance for many types of entities.  Although the human interest in defining “self”
may be the original basis for establishing robust Identity, today many companies have more complicated “Identities” than 
humans.  Even internet connected devices have important Identities, as we enter the IoT age (i.e. Internet of Things).  
Animals, buildings, mountains, rivers and even whole ecosystems have increasingly important needs for a digital Identity 
presence in our world were we attach tremendous financial and emotional value and connection with these “things.”  Our 
interaction with such things is often facilitated by our our increasingly on-line, connected, internet-centric lifestyles.

à Robust Identity that can be applied to any item of value to humans exists, in our digitally connected world.

The digital revolution makes robust, legitimate and secure Identity possible for any entity
In fact, the technology and infrastructure to support Decentralized Digital Identity is complex and expensive to maintain.  But,
this is also true for internet infrastructure, and internet use is almost free for many people in the world today.  The same 
result is emerging for Digital Identity, which will become ubiquitous and free to use at a basic level.  Special services always
command a premium price, as with any product and technology.  But, within five years, we can all expect to have access to 
tremendously robust and secure Digital Identity that lives on our mobile devices, and enables any available service.
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What happens if you don’t have Identity?

No government issued ID?
• A person without ID will have almost NO access to basic public services in most countries.
• A person without ID will never have a proper bank account, or any other formal financial services.
• A person without ID cannot travel internationally, or in many cases even domestically.
• Etc., etc. etc.!

No ID means no legitimate place in modern society
We exist in a world almost totally based on the benefits that our Credentials (i.e. components of our personal Identities) bring
to us.  If we don’t have Identity credentials, we are essentially a ZERO ENTITY in our world.  Furthermore, any entity without 
Identity is typically viewed as a “thing” by people, organizations and governments.  And, in human society, a “thing” is a often
a disposable item.  

Identity for everyone and everything!
ANY entity in our world today that has value (financial, emotional, or otherwise), can benefit from having robust Identity 
service.  For the first time in our world, Digital Identity infrastructure makes is logistically and economically possible for any 
human, company, animal, IoT device, etc. to have robust, legitimate, cryptographically secure Identity that is globally 
recognized.
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Decentralized Digital Identity.  What is that?

Today’s standards are still yesterday’s standards
Digital Identity originated when digital computers were developed 60+ years ago, and human operators were given user 
names and passwords to operate these computers.  A user name and password represents Identity that is unique for a single 
person.  Human Identity management connected with computer systems (i.e. the internet, mobile phones, apps, etc.) is 
increasing exponentially, but implementation is essentially the same as it was 60+ years ago.  Personal Identity on almost any 
computer system is made up of usernames, passwords, email addresses and other Trust Assertions typically controlled by 
companies and governments, and those companies and governments control those parts of your Identity.

The promise of Decentralized Digital Identity
The key purposes of Decentralized Digital Identity (or just, Digital Identity) are to: 
(a) create secure identifiers that replace email addresses, usernames, etc. for situations were privacy is critical,
(b) ensure extremely secure and private management of identity data, and any data that is linked with a Digital Identity,
(c) enable individuals to fully control their identity data, and ensure this identity data is portable across any digital system.

What does this mean for me?
You will have a Digital Wallet that holds a wide variety of Credentials (i.e. Trust Assertions).  You will have total control of 
your Wallet and Credentials, which can be freely for any purpose (i.e. internet shopping, national identity, social media, etc.).
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Lesson 1 Summary:  Digital Identity today and tomorrow

Today
• The majority of digital identity used by all of us today is based on 60+ year old standards, which leaves control of much of 

our identity data with companies (e.g. Facebook, Google, WeChat) and governments.

• Decentralized Digital Identity, based on distributed ledger technology (i.e. block chain), is DESIGNED from the ground up to 
give ownership and control of identity data to individuals and organizations, has emerged with excellent standards and 
usability.  Organizations like Sovrin, IBM, Microsoft, TELUS, the Canadian Government, etc. are rolling out this service.

Soon
• Some governments, like the Province of Alberta Canada, are expected to issue formal government ID that will be LEAST as 

legitimate, valuable and useful to any physical ID card.

• Microsoft, IBM, Sovrin, Telus, MasterCard, etc. are dedicated to Digital Identity that is truly controlled by individuals.  The 
infrastructure and products they are rolling out will be used to provide modern, secure Digital Identity service for you.

10 years from now
• The majority of people in the world will hold most of their trusted identity “documents” (i.e. Credentials) in Digital Wallets 

residing on their mobile devices and in matching cloud based Digital Wallets.
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Other Lessons in the DignifID Digital Identity Explainer Series

Lesson 1:  What is Identity
A basic introduction to what Identity means on a human level, how does this translated into digital identity, and why we will
adopt digital identity.

Lesson 2:  Identity for Animals, why is it needed and how is it useful?
The concept of having robust, universal identity for animals is new.  Why would people what this, and how can it be valuable 
to people and animals?

Lesson 3:  Ledger, DIDs and Credentials, Oh My!
This lesson explains, for a lay-person, some of the technical aspects of decentralized digital identity, based on open source 
standards used by DignifID.

Lesson 4:  “Cryptographically Secure.”  What does that mean?
A non-technical introduction to cryptography used with decentralized digital identity.

Lesson 5:  How do we establish Trust in the world of Decentralized Digital Identity?
What are the different types of Trust, and how we we establish Trust in an open internet ecosystem.
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